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California’s definition of “voting system”

- “Voting system” means any mechanical,
electromechanical, or electronic system and its software,
or any combination of these used to cast or tabulate
votes, or both.

Elections Code § 362

This definition is broader than it appears due to the
definition of “software.”



California’s unusual definition of

“software”

“Software” includes all programs, voting devices, cards,
ballot cards or papers, operating manuals or instructions,
test procedures, printouts, and other nonmechanical or
nonelectrical items necessary to the operation of a voting

system.
Elections Code § 355



Secretary of State approval is required

- (a) No voting system, in whole or in part, shall be used
unless it has received the approval of the Secretary of
State prior to any election at which it is to be first used.

- (b) No jurisdiction may purchase or contract for a voting
system, in whole or in part, unless it has received the
approval of the Secretary of State.

- Elections Code § 19201



DRE systems have special

requirements

- (a) On and after January 1, 2005, the Secretary of State
shall not approve a direct recording electronic voting
system unless the system has received federal
qualification and includes an accessible voter verified
paper audit trail.

- (b) On and after January 1, 2006, a city or county shall not
contract for or purchase a direct recording electronic
voting system unless the system has received federal
qualification and includes an accessible voter verified
paper audit trail.

- Elections Code § 19250 [(c), (d) & (e) omitted]



Testing and approval process

Submit detailed application form to the Office of
Voting System Technology Assessment

Submit $360,000 deposit to cover the estimated cost
of testing consultants

Develop a test plan and schedule
Conduct testing

Consultant and staff reports, public hearing, decision



Part 1
REQUEST FOR APPROVAL & SYSTEM IDENTIFICATION

1. APPLICATICN DATE:
2. ZYSTEM NAME AND VERIION:

3. APPLICANTIS}-

Hame:
Frincipal Address:

| Tiwe: [ Mansiacirer [ Distrbuboe [ Jorindicion  [] Other:
Etanding o present spolication:

Hame:
Frincipal dddresy:

Tige: [ | Mansfeciorsr [ Distrioube [ Jordichion [ Other:
Etanding fo present applicafion:

£ VEKDOR CONTACT.

Ny=e:
Wil Adarass:

[ Teleghore: [Far | Emait
5. TYRE OF APSLICATION:

[ Request expedies handing.
Jusifcaficn:

8. IDENTIFICATION OF 3Y3TEM COMPONENTS:

Haroware
| Mame Model i) Version Desuiption




CALIFCANIA APPLICATION FOR APPROVAL OF A VOTING SYSTEM
Part 1 - REQUEST FOR APPROVAL AND SYSTEM IDENTIFICATION

Tt

E

QU e

LOTS Companents
Name

%

Manafortuwer or Spacs” Dasodpdion

7. FEDERAL QUALIFICATION NUMSER{S) {and Dz Quasifiad)

8. ACCEZZIBILITY

Ce=scribe e modaltes of physical clsablilies that are supporied by his sysiem and dedal the nabere of
hat suppart

il thie aibernatie Enguages that are suspores oy s sysiem:

9. UPGRADE PLAMN FOR EXIETING CLUETOMERS — lderdfy al curent Callomia ousiommisrs that will b=
affeci=d Hinls system I aporoved and deial the plan for thelr upgrade.

Effiotivat Worminebar [4, 06 Usdated Mafy 20, 2000 Piapd 2 aff 2




CALIFORMIA ARPPLICATION FOR APPROVAL OF A VOTING SYSTEM
Part 1 - REQUEST FOR APPROVAL AND SYSTEM IDENTIFICATION

10. USERS' GROUF — Provide deiall on the axisting Usears” Groun or defsl the plan for creating & Users®
Eroup

| hereby certfy that the mformation submitied on thes form, as well as all atachments and
submitied docurnentation is true, accurate and complate. | furher centify that all hardware and
software changes from previously approved wersions of system componenis have been cleary
wentfied in Seclion 5 - Change Log. Finally, | certify that | am legally authorized fo sign and
submit this appicaticn on behalf of the applicant crganizationis ).

Sgrmiurs Sigoelin
ETCr Ty Hama (i)
g IR
Tain Da

Exficitet Mo T4, 2008 Updated Jaiy 20 2008 Foaga 3 ar3




CALIFORMIA APPLICATION FOR APPROVAL OF AVOTING SYSTEM

AFPPLICATION DATE:

Part 4

INDEX OF SYSTEM TECHNICAL DOCUMENTATION

SYSTEM MAME AND VERSION:

Applicant must submit complets techmea] documentation for each system component. All such documentation should be submitted m
electronic format (MS Word or PDF). For hardware components of the system, vou must include: {2) technical and operational
specifications, (b) identifying photographs, (c) eperating mstructions (for juisdiction users), (d) mamtenance nsiructions, (2) gaining
matertals and, 1f a component that voters mteract with, (f) simplified voter mstructions. For software components of the system, vou must
melude: (a) technical and operational specifications, (2) mmstallaton and operating mstructions (for junsdiction nsers), (2] taining
materials and, 1f a component that voters mteract with, {f) simplified voter instructions.
In the table below, 1dentify the specific document(s), including filename document version mumber, section and page numbers that satsfy
the above raquirements for each non-COTS component of the voting svstem.

[E] ic) [E] [E] [
Systam Technica! & operational {b) Instafiation & operating Maintanance Simplified voler
component specificalions Identifying photos instructions instructions Training materals instructions

Fage I gf1




Key elements of state testing

- Ability to handle long, multi-jurisdictional ballots with large
numbers of candidates and ballot measures

- Ability to rotate candidate names, meet other state
requirements

- No Internet or wireless connectivity

- Volume testing

- cont’d next slide



L
Key elements of state testing,

cont'd

- Accessibility testing
- Source code review

- Open ended vulnerability testing



L
Written Use Procedures are

required

- A condition of approval for every voting system

- Detailed written instructions on all procedures necessary
for effective and secure use of the system

- lllustrations as appropriate
- Screen shots

- Photos of security seal placement



Voting 5 Use Procadures Tem

1. Introduction
1.1.  System description and components
Specifcaily iganfy a4 sguinmeant, iNCACing mode! NLmSes J0d Version
numbars Sosciicaly Wendty af Sofmears and versions, Woiuding opsrating
system and commarcial of-Me-sheil (COTS] appNcations, thad o reouired or
recommanged for use with the spsfam
1.2. Terms and Definiions

2. Ballot Definition
21, Owerview
2.2. Paper and printing specfications (as aporopriate)
2.3, Layout requirements and specifications (3s appropraie)
3. System Installation and Configuration
3.1, Hardware reqursmenis and specfications
3.2, Hardware and network set-up and configuration
3.3, Sofware nstallaton and configuration
Ar= there insfatation cotions that must be insaled or showd mot be instaded far
5= in Caiomia?
34, Acceptance Testing
Cenifoaion Procedores, Armcle 13 reguines an eieciion junisdicion o perfarm
gCosnrancs fesiing whaneyer [T aoouines 3 new Voling Syshem oF aienever the
vofing sysfem (s modifec. The reswits of thaf acceptance fesdng are fo be
cetifed o ihe Secredany of Shafe. Fi=ass =siablinh procedures for ihaf fesfing dn
acoondance Wil i reguiremends dedaled in this 4rifcie.
35, Sofware and firrwans upgrades
Detal Row soiftwars and Srmeane upgrades wil be distiscted and how fey are
to be appied.
4. EBlection Set-up and Definiticn
4.1. Programming and cenfiguration of election managemsent
systern'software, including audit records to be generated and refained
4.2, Programming and configuration of vote recordng'tabulation devices,
mcluding awdit records to be generated and retained
4.3. System diagnostic testing procedurss, including audi records o be
generated and refained
4.4, System proofing
4.5, Logic and accuracy testing of system and componenis
The festls fo venty the readiness of Me System for fhe Speckc sischion and nod

Justan sguipmant fesr. Tha fest showd b performad USing the actual siection
ci=finition and bailcd formats.

451, Pre-conditions for performance of tests, including test decks (as
appropriate)
452, Accuracy Test procedures
453, Logic Test procedures
454, Relention of test materials
455 Logic and Accuracy Board and certifcation of testing
4.6. Ballot tally programs
4.7. Election Obsereer Pans!

Page 2 of 4



4.8. Hardware maintznance and preparation for use

Polling Place Procedures
£.1. Precnot supplies, defvery and inspecion
82 Polling placs set-up (including equipmenf sefup)
£3. Opening the po's
54 Puolling place procedurss
ForORES, inciuds how to handle & Hizsing voder™
. Specisl nesds woters
What are fhe procedures for voders who are wiualy impaied or have other
CiSANMPEST WRE! ane Me Drocedunes for votars who have 3 language
preference cber fhan Enghsh?
86, Provsiona voters
58.1. Inprecinct
582, Outof i
£.7. Closing the polls and vots regorting
5.8, Securng auwdit lugsatdbaek—uprmds
£.8. Troubeshooting and problem resolution

Absentee/Mail Ballot Procedures (Central Tabulafion)
6.1. System dart—upa\d pre-iabu’ation report procedures
6.2, Tabu'ation proce

6.3 Pust-td}ulatnn r=gort and shutdown procedures

. Semi-Official Canvass Tabulation and Repaorting
T.1. System start-up and pre-tabulation reports
T.2. Processing vote reports

7.2.1.  Central tabulation

7.22.  Precnc tabulation (as aporopriate)
7.3 Integration with county systems and Calvoter

Official Canvass and Post-Election Procedures

B.1. Election Ohsarver Pans!

B2 Canvassing precinc: retums

B3 Canvassing absentee balots

B4 Canvassing provisional ballots

BA. Canvassing write-n votes

EBA. 1% Manua recount procedurss

B.7. Hand'ng balot exceptions (d=finition of vote, determining woter intent)
How fo handie vanous Incomect markings. Guidednas on Jefermining voter
inrant,

£.8. Post-electon logic and accuracy festing

B.8. Final reporting of official canvass

£.10. Back-up and Retention of election matenal
Wi 20 back up and bow. What maderials and repors o retain

9. Manual Recount procedures

Security ]
10.1.Physical security of system and components

Pageliofs



Describe ail physical thatt showd be for prodecting fhe system,
T compansanis and dafa before, during and affer an sleciion
10.2 Logica' security of system and components
10.2.1. Essential and non-essendial services and ports

Wtat fegtunes, SERUCES and DorIT T e ODETaNNg SFSMeT @nd STmooeTing
soffwane should be disadied? Wil featunes, sendoes and oords ane esseniia’

10.2.2  User-level security
Secunly accounisoles shouid be definad such that 2ach levei of user fas
ol swiclend arivieges fo perfovm e f3sks of that rode and mo mone. Fieass
provide sufficient ceifinifions fo creale Mese accowmlsoles,

1022 Ant-wirus protection

10.2.4. Procedures for verifyng. checking, and instaling essental
updates and changes
Thess chanpes s primardy for instaling critizal upgafes fo soerating syskem,
ant-yvirws prodecion or oMer thid-pavly elements reladed fo secwily and smor

10247 Pt records for the changes showing what, when, who, and

why
10.24.2. Installation procadures for those updates which would
nomma’y be installed using an intemet connection
10.2.4.3. Acceptance t=sting after the installation.
10.3. Securty p dures for central p
10.4 Secuirpmneﬁlﬁ for pnliu;plaees
10.5. Audit trails
11.Biennial Hardware Certification and Notification
EC § 18220 requires jurisdictions to examine voting systems every two years and
certify the results io the Secretary of State.

Describe gerdidd procegures o Ceroming Me examinanon and cammng the resues ro
Me Secrefary of Slale

Dagedofs



Possible changes to the state approval
model

- The Elections Code authorizes the Secretary of State to
establish and modify specifications and regulations for
voting systems



- The Secretary of State shall establish the specifications
for and the regulations governing voting machines, voting
devices, vote tabulating devices, and any software used
for each, including the programs and procedures for vote
tabulating and testing. The criteria for establishing the
specifications and regulations shall include, but not be
limited to, the following:

- (@) The machine or device and its software shall be
suitable for the purpose for which it is intended.

- (b) The system shall preserve the secrecy of the ballot.
- (c) The system shall be safe from fraud or manipulation.
- Elections Code § 19205



L
New specifications and

regulations?

- The Office of Voting System Technology Assessment is
exploring new specifications and regulations

- Changes in voting system technology and configurations

- New development models: open source, common data formats,
modularity

- Uncertainties about the future of the federal standards and testing
program

- Best practices of other state testing programs
- Cooperative testing with EAC, other states



Lowell Finley

Chief Counsel

and

Deputy Secretary of State for

Voting Systems Technology and Policy
Secretary of State Debra Bowen

(916) 653-7244
Lowell.Finley@sos.ca.gov
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