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California’s definition of “voting system”
• “Voting system” means any mechanical, 

electromechanical, or electronic system and its software, 
or any combination of these used to cast or tabulate 
votes, or both.

Elections Code § 362

This definition is broader than it appears due to the 
definition of “software.”



California’s unusual definition of 
“software”

“Software” includes all programs, voting devices, cards, 
ballot cards or papers, operating manuals or instructions, 
test procedures, printouts, and other nonmechanical or 
nonelectrical items necessary to the operation of a voting 
system.

Elections Code § 355



Secretary of State approval is required
• (a) No voting system, in whole or in part, shall be used 

unless it has received the approval of the Secretary of 
State prior to any election at which it is to be first used. 

• (b) No jurisdiction may purchase or contract for a voting 
system, in whole or in part, unless it has received the 
approval of the Secretary of State.

• Elections Code § 19201



DRE systems have special 
requirements
• (a) On and after January 1, 2005, the Secretary of State 

shall not approve a direct recording electronic voting 
system unless the system has received federal 
qualification and includes an accessible voter verified 
paper audit trail. 

• (b) On and after January 1, 2006, a city or county shall not 
contract for or purchase a direct recording electronic 
voting system unless the system has received federal 
qualification and includes an accessible voter verified 
paper audit trail. 

• Elections Code § 19250 [(c), (d) & (e) omitted]



Testing and approval process
• ● Submit detailed application form to the Office of 

Voting System Technology Assessment

• ● Submit $360,000 deposit to cover the estimated cost 
of testing consultants

• ● Develop a test plan and schedule

• ● Conduct testing

• ● Consultant and staff reports, public hearing, decision











Key elements of state testing
• Ability to handle long, multi-jurisdictional ballots with large 

numbers of candidates and ballot measures

• Ability to rotate candidate names, meet other state 
requirements 

• No Internet or wireless connectivity

• Volume testing 

• cont’d next slide



Key elements of state testing, 
cont’d
• Accessibility testing

• Source code review

• Open ended vulnerability testing



Written Use Procedures are 
required
• A condition of approval for every voting system

• Detailed written instructions on all procedures necessary 
for effective and secure use of the system

• Illustrations as appropriate

• Screen shots

• Photos of security seal placement 









Possible changes to the state approval 
model

• The Elections Code authorizes the Secretary of State to 
establish and modify specifications and regulations for 
voting systems



• The Secretary of State shall establish the specifications 
for and the regulations governing voting machines, voting 
devices, vote tabulating devices, and any software used 
for each, including the programs and procedures for vote 
tabulating and testing. The criteria for establishing the 
specifications and regulations shall include, but not be 
limited to, the following:

• (a) The machine or device and its software shall be 
suitable for the purpose for which it is intended. 

• (b) The system shall preserve the secrecy of the ballot. 
• (c) The system shall be safe from fraud or manipulation.

• Elections Code § 19205



New specifications and 
regulations?
• The Office of Voting System Technology Assessment is 

exploring new specifications and regulations

• Changes in voting system technology and configurations
• New development models: open source, common data formats, 

modularity
• Uncertainties about the future of the federal standards and testing 

program
• Best practices of other state testing programs
• Cooperative testing with EAC, other states
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